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Gothia Protection Group was founded in 1997 in Sweden to meet the 

requirements of C-level executives and decision makers when managing 

Risks, Crisis and other Security related challenges.  

 

This information is compiled by Gothia Protection Group and its content is to be regarded as intelligence - it is only meant to be used as general 

advisory. Gothia Protection Group takes no responsibility for any consequences that may arise when acting in accordance to this information as 

education in the field is often required in order to understand the big picture of this information. The spread of this information as a whole is 

permitted, however, parts of its content may not be copied and shared without written permission from Gothia Protection Group. 
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ABOUT THE AUTHOR  

Magnus Sandelin is an award winning journalist who has over fifteen years of experience in 

investigating political and religious extremist movements. He has worked with investigative 

journalism for several media, and is behind revelations about the jihadist environment published 

in leading Swedish newspapers and TV-programs. Magnus has also published three books on 

the subject, and is a frequent lecturer on issues relating to extremism and radicalization. Magnus 

has a Certificate in Terrorism Studies at the University of St Andrews, Scotland. 

 

BACKGROUND 

In recent years, the jihadist environment in Europe has expanded mainly due to the conflict in Syria 

and in Iraq. One consequence has been a considerably increased terrorist threat against several 

European countries. In 2015 and 2016 there were 14 attacks and 29 well-documented attack plots 

motivated by jihadist ideology in Europe (Hegghammer). 

 

Since the outbreak of the conflict in Syria in 2011 more than 5,000 people from the European 

Union have travelled to join IS and similar groups in Syria and in Iraq. These are groups whose 

ideology is based on a fundamentalist interpretation of Sunni Islam, a division of the world into 

believers and infidels, and a perception that Islam and Muslims are under attack throughout the 

world and must be defended with violence, including in the West. For the security services in 

Europe these foreign fighters are a source of great concern, because some of the foreign fighters 

who return to their home countries in Europe may have acquired the ability and intent to commit 

terrorist attacks on European soil. 
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With the IS conquest of large areas of land and the proclamation of a "caliphate" in parts of Syria 

and Iraq in 2014, the organization took over the leadership in the global jihadist movement from 

al-Qaeda. Due to a skillful propaganda offensive in social media IS has attracted large crowds of 

devotees from Europe and elsewhere to join the effort of building a utopian society. In the 

beginning IS specifically focused on this society building project, but has more and more urged 

sympathizers to commit terrorist attacks in the West on their own, with any available means. On 

22 September 2014 IS spokesman Abu Muhammad al-Adnani made this statement: 

 

òIf you can kill a disbelieving American or European ð especially the spiteful and filthy French ð or an Australian, 

or a Canadian, or any other disbeliever from the disbelievers waging war, including the citizens of the countries that 

entered into a coalition against the Islamic State, then rely upon Allah, and kill him in any manner or way however 

it may be. Do not ask for anyoneõs advice and do not seek anyoneõs verdict. Kill the disbeliever whether he is civilian 

or military, for they have the same ruling.ó 

 

The call, which has been repeated by the IS leadership in different shapes since then, has rendered 

results. A distinct increase in attacks in the West, perpetrated by lone wolf actors who have 

expressed sympathy for IS, has been observed after the Adnanis statement in September 2014. A 

few examples as follows; In February 2015 Omar Abdel Hamid El-Hussein shot and killed two 

people in Copenhagen, Denmark, before he himself was killed by police. In July 2016 Mohamed 

Lahouaiej killed 84 people when he ran them over with a truck on the Nice beachfront promenade 

in France. Furthermore, in December 2016 Anis Amri conducted a similar attack in Berlin, 

Germany, when he ran over and killed twelve people at a Christmas market using a motor vehicle. 

 

 

Picture of the truck taken after it was used at the Christmas market attack in Berlin in December 2016  
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In parallel with the tactic to encourage and inspire sympathizers to commit acts of terrorism in the 

West, IS also managed to carry out large-scale attacks on European soil. On November 13, 2015, 

perpetrators from IS killed 130 people in several coordinated attacks in Paris. And in March 22, 

2016, 35 people lost their lives when perpetrators from IS attacked the airport and the metro in 

Brussels, Belgium. Furthermore, al-Qaeda has shown that it is capable of committing attacks in 

Europe, with the attack in Paris in January 2015 against the magazine Charlie Hebdo in which a 

total of 12 innocent people were murdered. 

 

FORECAST FOR 2017-2018  

The terror threat from jihadist extremism in Europe is at a very high level and on the rise (Europol, 

and others). In the coming two years we can therefore expect a continued wave of terror plots in 

Europe. With the attacks in Paris in 2015 and Brussels in 2016 IS took the step that many experts 

had forecasted for some time: to carry out large-scale terrorist attacks in the West. According to 

Europol, there are intelligence reports indicating that several dozen people with the ability to 

commit terrorist attacks are deployed in Europe on behalf of IS. More of that kind of large-scale 

attacks in Europe are therefore to be expected. 

 

At the same time, lone actors inspired by jihadist propaganda continue to pose a major threat. 

 

 

 

COALITION COUNTRIES ARE MOST AT RISK 

The countries at greatest risk of terrorism from the jihadist environment are those participating in 

the international coalition against IS in Syria and Iraq. IS has directly identified these countries as 

legitimate targets. The large number of terrorist attacks that affected France in recent years show 

that the country is a priority target for jihadist terrorism. Furthermore, also Belgium, Britain, 

Germany and the Netherlands are among the countries that are considered to be at particularly 

high risk of terror attacks in the coming years. 
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It cannot be ruled out that other Western countries' interests and citizens in Europe will be the 

targets of terrorist attacks, particularly the US, which is leading the international coalition against 

IS. 

 

 

 

It is likely that the military action against IS will lead to a greater number of foreign fighters and 

their families returning to their home countries during the coming period, which in its turn would 

increase the risk of further terrorist attacks. 

 

The military action puts pressure on the terrorist organization and several senior leaders, including 

the spokesperson Abu Muhammad al-Adnani, have been killed. It has temporarily weakened IS 

capability for large-scale international attacks, but at the same time the military action increases the 

organization's motivation to strike on European soil.  

 

ATTACKS WITH SIMPLE WEAPONS 

A strong contributing factor to the risk of attacks from lone actors is the very effective IS 

propaganda campaign on the internet and in social media. The recent focus of this propaganda has 

largely been to call on sympathizers to conduct simple attacks in the West, using equipment such 

as knives and motor vehicles. The propaganda has also provided sympathizers with tactical 

instructions on how to carry out such attacks. This is, in their view, and effective way of causing 

considerable damage and spreading fear among the general public. It is therefore likely that this 

type of simple weapons will continue to be used in attacks perpetrated by lone actors. Furthermore, 

automatic weapons are likely to be the weapon of choice in such attacks, as it was in the attack in 

Copenhagen in 2015. 
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In terms of larger scale complex attacks carried out by or directly conducted by IS, one can expect 

that the kind of modus operandi usually called "Mumbai-style attack" will be used due to its great 

impact on society. The 2008 Mumbai/India terrorist attack referred to is where terrorists 

conducted a coordinated and simultaneous attack using automatic weapons and simple explosives 

devices at different locations where civilians congregate. This type of attack also happened in Paris 

in November 2015 and Europol predicts that new methods such as car bombs, already applied by 

IS in Syria and Iraq, could be introduced in Europe in the future.  

 

 

 

INDISCRIMINATE ATTAC KS ON CIVILIANS  

Lone actors have previously mainly chosen symbolic targets, such as members of the police and 

the military. Jews have also been specifically targeted on several occasions, as well as people deemed 

to have insulted Islam. It is likely that even Christians may be targeted to a greater extent in the 

future, as in Normandy in northern France in July 2016 when two IS-sympathizers killed a Catholic 

priest in a church. IS has specifically targeted Christians in the Middle East in the past and named 

them their enemies. 

 

In 2016, however, lone actors have several times focused on indiscriminate attacks trying to kill as 

many members of the public as possible. This may indicate a shift in target selection. 

 

 








